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Presentation Outline
 What FIPS 140-2 is

* What FIPS 140-2 1sn’t
— Purpose of cryptographic module testing

— cryptographic boundary
— Roles and authentication
— Porting

— What to look for

e Conclusion
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What FIPS 140-2 1s

* NOT the panacea of all IT security
problems...

— but an important part of the security solution

* Sets the MINIMUM requirements for
cryptographic products

. hence: Where security starts...
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Purpose of Cryptographic Module Testing

 Confirmation of conformance to FIPS 140-2
— Have the FIPS 140-2 requirements been met?

— Same applies to algorithm validation testing

e It 1s not:

— functionality testing (for non-cryptographic ones)
— Interoperability testing

* Non-FIPS IT security functions are not
tested
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Cryptographic Boundary

* Defines the perimeter of the cryptographic module

— May or may not be the entire “product”

* FIPS 140-2 requirements only apply to it
— (e.g., input and output of CSP)

* Functionality that 1s outside the cryptographic
boundary 1s “out of scope”
 Abstract for software modules

— Logical and physical boundaries

° Descrlbed in the secuntz thcx
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Cryptographic Boundary,
[1lustrations

Cryptographic ASIC

ryptographic
Device
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NIST

National Institute of Standards and Technology
Technology Administration, U.S. Department of Commerce

7 T

Porting

» Validation 1s maintained when module 1s operated
unchanged on another OS or GPC (ref: IG G.5)

* Allowed based on the general premise that it will
work on target OS or GPC

* Only allowed for validated version, no
modification allowed

* Vendor claim-based, not tested

* For greater assurance, have it tested!

Canadd
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What to look for:

 Understand FIPS PUB 140-2

« CMVP Website and the Validated ... FIPS

140-2 ... Module List
— http://csrc.ncsl.nist.gov/cryptval/140-1/140val-all.htm

— Understand the information presented

Canadd
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/3 Validated 140-1 and 140-2 Cryptographic Modules [All)

- Microsoft Internet E xplorer

J File  Edit “iew Favorter Toole Help |
¢« .5 .0 B & @ & BB 5 m. =
Back Forward Stop  Refresh  Home Search Favortez  Higtory b il Frint Edit Dizcuss
J Address IE hitp: A care nzsl nist govdcreptvald140-1/1 40w alkall kkra j ﬁGD
SR £ LI T I T Se e |
ilentity-based challenge-response |
authentication using smart cards and I
Aats mortutton yeine FIE approved
447 |Oracle Corporation <’Dracle Cryptographic Libraries for | So are<; Name of the
500 Oracle Parkway, ~—_ SSL 10g (9.0.4) I oozooa]  module
Redwood Shores, (Software Wersion 10g L2 U.4)) . Tested as
Califormia , CA meeting Level 2 with Sun Solaris
24065 {When operated in FIFS mode) Werston 8 runming on a Sun Ultra 60
TE4 Ttra=parc workstation
Validated to FIPS 140-2
-=haun Lee -RIFS-appraved algorithms: DES
TEL: +44 1189 243860 Security Policy (Cert. #2157, Triple-DES (Cert.
#170), SHA-1 (Cert #154), RSA
Certificate (PECS#], vendor affirmed); HhIAC-
SHA-1 (Cert. #1554, vendor affirmed)
-Other algorithms: ESA-WDS
PECEH#D), BC4;, HWAC-MWDS,
Diffie-Hellman (key agreement), BS54
(PECE#)
Lulti-chup standalone
H H "The Oracle Cryptographic Libraries
DISCIaImer for 331 10g (2.0.4) 15 a genenc
module used by Oracle Corporation m
The use Of the OraC|e Corp- a variety of itz application suites. The
validation certificate is for module s used to provide support to
cryptography, authentication, FEC3S
examp|e pu r‘poseS Only. and certficate managetment for
applcations ke the Oracle Database
| Server, Oracle Applications Server, =l
F3 l_’_|ﬂ Internet
s e
Bl Communcions Seommy ot o e Canadd
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Version number
of module

Ush

-Shaun Lee
TEL: +44 1185 243840

Oracle Cryptographic Libraries for

(Software Version 10g (2.0.47)

{When operale e )

Validated to FIPS 140-2
Security Policy

Disclaimer

The use of the Oracle Corp.
validation certificate is for
example purposes only.

Softwrare

063072004,
080672004

Chveradl Level: 2

-Ciperational Environment: Tested as
meeting Level 2 with Sun Solaris
Werston 8 runming on a Sun Ultra 60
Ttra=parc workstation

-RIFS-appraved algorithms: DES
(Cert. #215); Triple-DES (Cert.
#1700, SHA-1 (Cert. #154), ESA
(PECS#], vendor affirmed); HhIAC-
SHA-1 (Cert. #1554, vendor affirmed)
-Other algorithms: ESA-WDS
(PECE#1), RC4, HWAC-ID3S,
Diffie-Hellman (key agreement), BS54
(PECE#5)

Lulti-chup standalone

"The Oracle Cryptographic Libraries
for 331 10g (2.0.4) 15 a genenc
module used by Oracle Corporation m
a variety of itz application suites. The
module is used to prowde support to
cryptography, authentication, FEC3S
and cerbficate management for
applcations ke the Oracle Database
Server, Oracle Applications Server,
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applcations ke the Oracle Database
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Disclaimer

The use of the Oracle Corp.
validation certificate is for
example purposes only.

document

Link to Security

~appraved algarithms: DES
2153, Tnple-DES (Cert.
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module used by Oracle Corporation m
a variety of itz application suites. The
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applcations ke the Oracle Database
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]

I *I Communications Security  Centre de la sécurité
Establishment des

télécommunications

l_ l_ |4 Intemet

Canadd



What to look for:

 Understand FIPS PUB 140-2

o CMVP Website and the Validated ... FIPS 140-2 ...
Module List

— wWww.nist.gov/cmvp

— Understand the information presented
* Security Policy

— What does 1t contain?

Canadd
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Security Policy Contents

* Non-proprietary document prepared by the vendor

« Version number of validated module and picture

* How to place the module in “FIPS Mode”

* Roles and authentication

* Approved and Non-Approved Cryptographic Functions
» Tested configuration (where applicable)

* Critical Security Parameters and access types
 Physical security policy

« Mitigation of Other Attacks (where applicable)
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What to look for:

Understand FIPS PUB 140-2

CMVP Website and the Validated ... FIPS 140-2 ...
Module List

e www.nist.gov/cmvp

Security Policy
 What does 1t contain?
Certificate
* Benchmark of testing
» Use website for current information

Canada
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NIST

National Institute of Standards and Technology
Technology Administration, U.S. Department of Commerce

i~}

The Communications Security
Establishment of the Government
of Canada

The Matienal Institute of Standards
and Technology of the United States
of America

Ceriificate No. 447

The National Institute of Standards and Technology, as the United States FIPS 140-2 Cryptographic Module Validation Authority;
and the Communications Security Establishment, as the Canadian FIPS 140-2 Cryptographic Module Validation Authority; hereby
validate the FIPS 140-2 testing results of the Cryptographic Module identified as:

Non-FIPS Approved facle CpnQtographicl es for o Oracle Corporation
Mode Caveat (When operated in FIPS mode)

b Derived Test Regquirements for FIPS 140-2, Security Reguirements for Cryptographic Mcdules. FIPS 140-2
=meeTrEsTEsEenTY (cquirements that are to be satisfied by a cryotographic module utilized within a security system protecting
ated Information (Canada) within computer and telecommunications systems

Disclaimer
aphic module may be labeled as complying with the requirements of FIP'S 140-2

The use of the Oracle Corp_ continues to use the validated version of the cryptographic module as specified

additional details concerning test results. No reliability test has been performed

validation certificate is for 5 is either expressed or implied.
example pu rposes Only pnformance and validation authority signatures on the reverse.

Tt A Cantificntion bar of MEST. which dans rect imply ferociie) andorsmeed by 5T, the U S or Canadian Gosmmsns

[ 3
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FIPS 140-2 provides four increasing, qualitative levels of security: Level 1, Level 2, Level 3, and Level 4. These levels are intended to cover
the wide range and potential applications and environments in which cryptographic modules may be employed. The security requiremsants
cover elewen areas related to the secure design and implementation of a cryptographic module. The scope of conformance achieved by the
cryptographic modules as tested in the product identified as:
Oracle Cryptographic Libraries for SSL 10g (9.0.4) by Oracle Corporation

(Software VersionT0g (9.0.4) Software)

LogicaCMG Security Consulting, NVLAP LAB CODE 200583-0,

and tested by the Cryptographic Module Testing accredited laboratory: _ CEYPTIK Version 5.8

N&ST

is as follows:

5 and Interfaces:

Cryptographic Mcdule Specification: Level 2

Roles, Services. and Authentication: Level 2 H Attained

Physical Security: Level N/A Secu r|ty
(Multi-Chig: Standalone)

EMVEMC: Level 2 Levels

Level 2

Design Assurance:

1

tested in the following configuration{s): Sun Nglaris Verglon B
running on a Sum Ulira 60 UltraSpa y

Operational Environment: Level 2

The fallowing FIPS approved Cryptographic Algorithms are used: DES [Cert. #215); Triple-DES (Cert. #170); SHA-1 (Cert. #154); RSA [PKCS#H,
vendor affirmed); HMAC-SHA-1 (Cert #154, vendor affirmed)

The Cryptographiz modulz also contains the following non-FIPS aporoved algorithms: RSA-MDS (PKCS#1); RC4; HMAC-MDS; Diffie-Hellman
(key agreement); RSA (PKCS#5)

The use of the Oracle Corp.
validation certificate is for ol
example purposes only.

Disclaimer verall Level Achieved: 2 |

es Signed on behalf of the Gevernment of Canada

Signature: 4 (oA

Dated: i L e

Director. Information Protection Group

Communications Security  Centre de la sécurité

Establishment

Mational Institute of Stancards and Technology The Communications Security Establishrment

des télécommunications
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N&ST

FIPS 140-2 provides four increasing, qualitative levels of security: Level 1, Level 2, Level 3, and Level 4. These levels are intended to cover
the wide range and potential applications and environments in which cryptographic modules may be employed. The security requiremsants
cover elewen areas related to the secure design and implementation of a cryptographic module. The scope of conformance achieved by the
cryptographic modules as tested in the product identified as:

Oracle Cryptographic Libraries for SSL 10g (9.0.4) by Oracle Corporation

(Software VersionT0g (9.0.4) Software)

LogicaCMG Security Consulting, NVLAP LAB CODE 200583-0,
and tested by the Cryptographic Module Testing accredited laboratory: _ CEYPTIK Version 5.8

is as follows:

Cryptographic Mcdule Specification: Level 2 Cryptographic Module Ports and Interfaces: Lewel 2

Roles, Services. and Authentication: Lewvel 2 Finite State Model: Level 2

Physical Security: Lewel N/A Cryptographic Key Management: Lewvel 2
(Multi-Chig: Standalone)

EMIEMC: Level 2 Self Tests: Level 2

Design Assurance: Platform and OS Mitigat on of Other Attacks: Level RN/A

Operational Enviranment:

Testing

The following FIPS approved C

Used during

DES (Cert. #215); Triple-DES {Cerl.

vendor affirmed); HMAC-SHA-1 (Cert #1 54, \rendor Hﬂlmed}l

following configuration{s): Sun Solaris Version B
running on a Sum Ulira 60 UltraSparc workstation

SA [PKCSi#,

The Cryptographiz modulz also contains the following non-FIPS aporoved algorithms: RSA-MDS (PKCS#1); RC4; HMAC-MDS; Diffie-Hellman

Disclaimer

validation certificate is for
example purposes only.

The use of the Oracle Corp.

Mational Institute of Stancards and Technology

I

Communications Security  Centre de la sécurité
Establishment des télécommunications

(key agreement); RSA (PKCS#5)

verall Level Achieved: 2

es

Signed on behalf ol the Go\.-ernn}e'm of Canada

Signature: L Ly

Dated: e i

Directar. Information Protection Group
The Communications Security Establishrment
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Conclusion

FIPS 140-2 1s not the silver bullet: 1t 1s part of the
overall solution

Know what 1s validated: the cryptographic boundary

Know where to get the information about the module:
— www.nist.gov/cmvp
— security policy
— CMVP Frequently Asked Questions (FAQ)

Call us 1f you have questions

Canadd
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Jean Campbell

Communications Security Establishment
7 (613) 991-8121
“B: Jean.Campbell @cse-cst.gc.ca

Randall J. Easter
National Institute of Standards and Technology
: (301) 975-4641
“D: Randall.Easter@nist.gov
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